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Ident ity and Access Management  Provides High ROI and  
Fast  Payback 
Information technology (IT) departments are struggling with system complexity and inefficiencies 

on all fronts. User administration, help desk activities, and application development and 

maintenance take huge bites out of already-lean budgets. Inefficient user administration leads to 

lost productivity and higher costs. Security flaws risk identity theft and fraud. IT managers 

struggle to meet stringent auditing requirements driven by new federal regulations. 

 

PROJECTS HAVE TO PASS COST-BENEFITS SCRUTINY 

In this difficult environment, all IT projects are expected to justify themselves on a cost-benefits 

basis. Project plans must include return on investment (ROI) and payback period figures. IT 

managers have to understand these principles and how to identify the cost savings that drive 

these calculations. An Identity and Access Management (IAM) solution can provide the kinds of 

impressive ROI and rapid payback numbers that will more than justify its implementation. 

 

IAM is a shared-services solution that secures access to enterprise information and manages the 

identities of users accessing that data. It provides authentication and access management for all 

Web-facing applications as well as user lifecycle management across both Web and enterprise 

users. As a centralized approach, IAM requires fewer administrators, and application 

development time is reduced because security enforcement is already built into the IAM 

solution, rather than implemented within each individual application. Users can perform many 

tasks w ithout the need for help desk intervention. New users can be provisioned with enterprise 

resources, and made productive, in record time. 

 

GARTNER CONSULTING MULTICLIENT STUDY LED TO ROI TOOL 

In 2002, four companies sponsored the Gartner Consulting to undertake an ROI study of IAM 

solutions. Gartner Consulting conducted interviews with 21 large financial services, health care, 

and manufacturing enterprises over a six-month period. Gartner Consulting examined the state of 

implementation, process, technology, current costs, and benefits of IAM in each industry. 
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Upon completion of the interviews, Gartner Consulting created an ROI model, developed 

workbooks, synthesized and analyzed the information, and developed key findings. The results: 

an in-depth report on the findings, and the creation of a tool for calculating ROI and payback 

periods. Using this tool, along w ith the cost and cost-saving figures defined in the Gartner 

Consulting Multiclient study, Netegrity has constructed a number of scenarios that demonstrate 

how an IAM solution can yield triple-digit ROI over a three-year period1. 

 

IT St ruggles w ith System Risks, Inefficiencies 

SECURITY FLAWS POSE EXTERNAL AND INTERNAL DANGERS 

Security flaws pose a danger to any large business. Merchants can be victimized by customers 

using stolen credit cards; on-line financial services institutions are often easy prey for identity 

thieves who access and loot other people’s accounts. Meridian Research, in conjunction with a 

US Department of Justice fraud report, predicted in January 2001 that online payment-card fraud 

worldwide would increase from $1.6 billion in 2000 to $15.5 billion by 20052. The cost of 

potential security violations cannot be accurately measured, but security managers are not likely 

to get a second chance after a major identity theft has occurred in a system for which they are 

responsible. 

 

Internal security presents a different scenario. When an employee is removed from a user store, 

only that user store’s administrator is automatically notified; the user still remains in other 

directories. If, for example, a disgruntled ex-employee is not promptly taken out of an HR 

directory, there’s nothing to stop him or her from downloading confidential employee or 

corporate information and selling it to identity thieves or individuals engaged in industrial 

espionage. Insider unauthorized access to data and its theft costs companies on average 

$300,000 per incident in 20023. 

                                            
1Gartner  Consulting conducted the multiclient study from June through October 2002. Ernst & Young LLP, Microsoft, 
Netegrity and Protiviti sponsored the study that focused on understanding enterprise implementation of automated IAM 
solutions. The study included development of an ROI model and total cost of ownership (TCO) model. A custom ROI 
study based on the Gartner Consulting ROI tool is available to Netegrity customers. These model results may vary from 
published Gartner Research.  
 
 2 The Rising Tide of Internet Fraud by Jonathan Rusch, Special Counsel for Fraud Prevention, Fraud Section of the 
Criminal Division US Department of Justice.  http://www.usdoj.gov/criminal/cybercrime/usamay2001_1.htm 

 
3 2003 CSI/FBI Computer Crime and Security Survey, http://www.gocsi.com/ 
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MULTIPLE SECURITY SYSTEMS CAN’T BE MAINTAINED 

Enterprises need to reduce the cost of ongoing security administration while simultaneously 

ensuring that a high level of security is maintained - and users can access the IT resources they 

need when they need them. As Web-facing applications proliferate, the task of maintaining 

multiple security systems for user authentication and access becomes so complex that it is 

nearly unmanageable. Gartner Consulting found that the ongoing management of security code 

for Web applications costs, on average, $13.50 per user per application annually. Small extranets 

on the order of 20,000 users and six applications quickly exceed the $1,000,000 level for security 

administration. 

 

ADMINISTRATORS PROLIFERATE ALONG WITH APPLICATIONS 

The explosive growth in applications and users is generating more and more corporate data 

about customers, partners, and employees, all of which has to be kept somewhere. Gartner 

Consulting found an average of 20 different physical directories from three different vendors at 

each enterprise studied. Managing user information across the numerous divisional locations 

where it is stored has become an enormous and costly headache, making any attempt at 

coordinating user information across divisions virtually impossible. 

 

Each type of directory with its proprietary interface has to be managed by an IT administrator. 

Every administrator must be trained based on the user directory managed, but all have one  

thing in common: hefty salaries. The Gartner Consulting multiclient study determined that user 

administration costs an average of $14 per user per year for administrator salaries alone, or $220 

per year across all directories. 

 

HELP DESK STAFFERS SPEND TIME ON MUNDANE CHORES 

Users struggle to remember multiple passwords and other log-on credentials, leading to a steady 

flow of low value calls to the help desk. Help desk staffers often find themselves bogged down 

resetting passwords and updating user information instead of devoting their time and expertise 

to more important tasks. Gartner Consulting found that a typical user calls the help desk 16 times 

per year, with a quarter of those calls related to password issues. Each call lasts an average of 42 

minutes and costs the company $23.40. 

 

APPLICATION SECURITY ADDS TO DEVELOPMENT COST 

During the application development cycle, application-specific authorization and authentication 
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logic has to be incorporated into every new application. Reasonable security may be achieved, 

but at a high price in developer time and effort. The Gartner Consulting multiclient study revealed 

that coding security into every new Web application cost $9.50 per-user, per-application. 

With security hard-coded into each Web application, enterprises have great difficulty enforcing 

corporate governance and security policies uniformly across all divisions. Timely, accurate 

auditing of user authentication and access to transactions across all Web-facing applications 

becomes nearly impossible. 

 

SLOW PROVISIONING CUTS PRODUCTIVITY 

New employees and contractors have to be set up in IT systems and their access changed as 

their roles change over time. When this process is slow and inefficient, productivity suffers. The 

Gartner Consulting multiclient study found that at the companies surveyed lost productivity 

averaged 35 minutes per-user, per-month. This average included new employee or contractor 

setup time, password resets for enterprise IT systems, and employee role changes that required 

IT system changes. For a company w ith 10,000 employees, that equates to 2,916 lost days of 

employee productivity per year. 

 

AUDITING AND MEETING REGULATORY REQUIREMENTS ADD TO BURDEN 

The Securities and Exchange Commission’s investigations into recent “ creative”  (i.e., unethical) 

accounting practices have led to a number of changes in the ways large businesses are required 

to manage their reporting and auditing functions. Many new federal regulations have been 

introduced w ithin the past couple of years, significantly adding to the IT burden. For an enterprise 

to show compliance w ith these regulations, IT managers must spend many costly hours 

gathering audit logs from the security systems of multiple applications and directories.  

 

IAM Secures Data Access and Manages User Ident it ies 
In today’s tight spending climate, companies are looking to leverage their technology 

investments while minimizing risks and reducing costs. Identity and Access Management 

solutions offer fast payback and an impressive return on investment. 

 

An IAM solution, such as Netegrity’s, secures access to enterprise information and manages the 

identity of users accessing that data. It lets organizations manage their relationship with users 

throughout the relationship lifecycle—creating and enforcing access and security policies and 
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automating the creation, modification, and disablement of user identities. IAM combines 

authentication management; access control, user administration, and resource provisioning to 

create an efficient, comprehensive approach to managing account identities across the 

enterprise. 

 

Who should be using IAM? Any organization w ith one or more of these characteristics:  

a large user base; many applications; a complex, heterogeneous environment; high security 

requirements; and the intention to move toward a service-oriented architecture. 

 

CENTRALIZED SECURITY ADMINISTRATION 

With an IAM solution deployed, the administration of authorization policies is centralized for all  

of the organization’s Web applications, greatly reducing the time and cost normally needed to 

manage the security logic within each application silo. Gartner Consulting found that, on average, 

the cost of security administration dropped from $13.50 to $1.75 per user per application 

annually. 

 

In addition, security is enhanced through centrally defined and enforced authentication and 

authorization policies for the whole enterprise. Now IT managers have a central location to record 

security audit logs and create the necessary reports to meet regulatory requirements. 

 

FASTER APPLICATION DEVELOPMENT AND DEPLOYMENT 

IAM eliminates the need to build application-specific authentication or authorization logic into 

every new application. A shared access control and identity infrastructure can be easily leveraged 

for additional applications. Gartner Consulting calculates the development savings as $6.60 per 

user per application. 

 

CENTRALIZED DELEGATABLE USER ADMINISTRATION 

IAM user administration is centralized across user directories, enabling portions of directories to 

be allocated to the appropriate user administrator. HR, sales, help desk, and others are permitted 

to update, modify, delete, and create users within their own directory but can’t make changes to 

any others. IAM user administration can be customized and simplified, then delegated to non-IT 

administrators in line-of-business or service divisions. 

 

With a significantly lower administrator payroll, the enterprise can reap huge cost savings. On 
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average, according to Gartner Consulting, $12 per user per year can be saved in administration 

costs, with an additional saving of 1.25 hours of administration activity time per user per month. 

 

LESS HELP DESK INVOLVEMENT 

IAM password management tools enable end users to register for applications and modify their 

account details themselves rather than burden the help desk w ith unnecessary calls. When 

assistance is actually required, help-desk staff can bring up user information quickly and 

efficiently, saving about $5 per call per user. Self-service can save an additional $15 per user for 

new user registration and an additional $16 per year for password reset.  

 

PROVISIONING FOR HIGHER PRODUCTIVITY 

Companies can save significant dollars by improving “ time to productivity”  Of their employees 

and contractors. These savings are possible when new employees and contractors are 

provisioned to IT systems quickly and efficiently ... when password resets to enterprise IT 

systems are automated ... and when constantly changing employee responsibilities are promptly 

reflected w ithin IT systems as their roles change. The Gartner Consulting multiclient study found 

that provisioning systems with integrated approval workflow saved 25 minutes per user per 

month or 5 hours per year. For a 10,000-user company, that’s a productivity increase of 2,083 

days per year. 

 

Gartner Consult ing Mult iclient  IAM Study Produces 
Impressive Stat ist ics 
 

ROI APPROACHING 300 PERCENT IS ACHIEVABLE 

The Gartner Consulting multiclient study, which produced this tool, confirmed that companies 

should realize substantial savings and high ROI by implementing IAM solutions. According to the 

study an ROI of nearly 300 percent can be achieved over three years by a business of 10,000 

employees implementing an automated provisioning solution. This return includes a reduction of 

user and security administration hours by 14,000, and help desk hours by 6,000, per year. For a 

business supporting 50,000 external users, ROI of 375 percent is possible over a three-year 

period through savings of 24,000 hours per year in security administration and 17,800 help desk 

hours per year. 
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Netegrity’s Comprehensive Ident ity and Access  
Management  Solut ion 
Netegrity provides a comprehensive and integrated Identity and Access Management solution 

for legacy, Web and service-oriented architectures. Netegrity’s solution is comprised of an 

integrated line of standards-based products for access management, user administration, and 

resource provisioning, all built upon our market-leading SiteMinder access management solution. 

All Netegrity products function within a broad range of heterogeneous environments, so you can 

optimize your existing IT investments as you incorporate new technologies. Netegrity’s IAM 

management products include: 

 

•  Netegrity SiteMinder® Softw are 

Netegrity SiteMinder is the market-leading access management solution for Web-based 

applications. SiteMinder creates a secure foundation for centralized, policy-based 

authentication and authorization management across heterogeneous environments, 

providing powerful federation support, enterprise-class manageability, and proven scalability. 

SiteMinder also features out-of-the-box integration w ith leading enterprise applications and 

robust, open APIs for easy customization. 

•  Netegrity Ident ityMinder™ Web Edit ion 

Netegrity IdentityMinder Web Edition is a flexible, roles-based user administration and 

access management solution for Web-based applications. IdentityMinder™ software 

features a centralized system for managing the life cycle of an identity; w ith secure, roles-

based delegated administration, a powerful workflow engine to support business process 

integration and self-service, and a flexible architecture that manages any number of target 

LDAP directories. 

•  Netegrity Ident ityMinder™ Provisioning Edit ion 

Netegrity IdentityMinder Provisioning Edition is a comprehensive resource provisioning 

solution for creating, modifying, giving access rights to and terminating user identities on 

enterprise applications, networks, databases and physical resources. It features a wide range 

of enterprise connectors, a dynamic business rules engine to automate provisioning 

processes, centralized password management and synchronization, and user self-service. 

 

In the last section of this paper, Netegrity has employed the ROI tool to create several scenarios 

with numbers that closely approximate those of real-world businesses. Your numbers may be 

different, of course, but your ROI percentages can be equally compelling. 
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Ident ity and Access Management  ROI Scenarios 

The follow ing ROI scenarios are based on the activities of an imaginary Fortune 500 financial 

services company that is deploying an Identity and Access Management solution. The company 

has three deployment paths and therefore three ROI Scenarios: 

 

1. The company deploys Netegrity® IdentityMinder™ Provisioning Edition for employee and 

contractor identity administration and resource provisioning of enterprise applications. 

 

2. The company deploys Netegrity® IdentityMinder™ Web Edition, which includes access 

control by Netegrity® SiteMinder software, to manage the identities, authentication and 

entitlements of all users accessing the companies Web applications. 

 

3. The CIO decides to deploy an integrated, enterprise-w ide IAM solution using Netegrity® 

IdentityMinder™ Enterprise Edition. This scenario includes the benefits of access control 

for Web applications by SiteMinder, and the combined extranet user and enterprise 

resource provisioning management benefits of IdentityMinder Web Edition and 

Provisioning Edition. 

 

Please refer to the Appendix for complete stat ist ical informat ion and comparisons 

of each deployment  scenario. 

 

Scenario #1 

IdentityMinder™ Provisioning Edition is deployed covering 5,000 employees and contractors.   

IdentityMinder w ill enable IT staff to manage users and both provision and de-provision them 

from 4 enterprise systems including: email, HR, Financial, and sales management. The 

deployment and integration of the scenario is completed over a three-year time frame with two 

systems rolled out in year 1, and 1 system rolled out in year 2 and the last in year 3. 

Results: 

·  The company’s three-year investment in hardware, software, and integration costs  

totaled $706,399. 

·  Over a three-year period the company saved $2,609,134 in security and user administration, 



 
 
 

 
             Identity and Access Management: Triple-digit ROI                     
 

  Page 9 

help desk, and development costs.  

·  The three-year ROI is 377%; the payback period is just  over 8 months. 

 

Scenario #2 

IdentityMinder™ Web Edition, including SiteMinder® software will be deployed to securely 

manage the identities of 50,000 Web users, and protect 10 web-based applications. Five of the 

Web applications are currently in use, and include their own security logic. The deployment 

scenario has the 5 existing Web applications being integrated into the IdentityMinder 

architecture in year one, three new Web applications being rolled out in year two and 2 additional 

Web applications being rolled out in year 3. 

Results: 

•  The company’s three-year investment in hardware, software, and integration costs totaled 

$909,647. 

•  Over a three-year period the company saved $3,566,157 in security and user administration, 

help desk, and development costs.  

•  The three-year ROI is 405%; the payback period is just  over 6 months. 

 

Scenario #3 

IdentityMinder™ Enterprise Edition w ill be deployed across all 55,000 users including 

employees, contractors, partners and customers. SiteMinder® software will securely manage the 

Web applications and IdentityMinder w ill manage user Identities and provision and de-provision 

users to all applications. The deployment scenario is assumed to be a combination of scenario  

1 and 2. 

Results: 

·  The company’s three-year investment in hardware, software, and integration costs totaled  

$1,650,217. 

·  Over a three-year period the company saved $6,144,219 in security and user administration, 

help desk, and development costs.  

·  The three-year ROI is 383%; the payback period is just  over 7 months. 

 

The ROI from deploying the enterprise solution is higher than the combination of the two 
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because the company reaps the additional benefits of consolidated product pricing and 

maintenance, including (1) integrated updates and upgrades, (2) platform support coordination, 

and (3) maintenance and support contracts. 
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Summary – Ident ity and Access Management  Drives  
High ROI 
The Gartner Consulting ROI study confirms that IAM solutions drive significant, measurable ROI.  

Specific cost savings occur from increased efficiency and automation in the areas of security 

management, identity administration, help desk staffing, and application development. IAM 

solutions also drive additional important benefits including:  

 

·  Greater user productivity though efficient resource provisioning and improved access to data. 

·  Increased revenue opportunities through faster application deployment and better ability to  

cross-sell and up-sell. 

·  Reduced risk by closing security holes, enforcing policy compliance, and increasing 

auditability. 

 

Netegrity provides one of the industries most comprehensive and scalable solution for identity 

and access management. Netegrity’s solution offers: 

 

·  Proven scalability and manageability 

Our products are designed for secure, Internet-scale implementations. They offer reliability, 

scalability and availability for 22 existing multi-million-user customers, including single 

deployments w ith over 5 million users. This experience makes us well suited to be your 

partner in building federated solutions for the demands of today’s extended enterprise.  

 

·  Flexible, open architecture for legacy, Web and service-oriented architectures 

Our end-to-end solution fits into your environment. Our products support a w ide range of 

platforms, application servers, enterprise applications and directories to speed deployment in 

complex, heterogeneous environments.  

 

·  Better integration drives higher ROI 

Netegrity’s end-to-end identity and access management solution is tightly integrated, so that 

you don't have to struggle with multiple administrative and security models. Our common 

roles, delegation, workflow and policy engine simplify administration and increase ROI 

numbers beyond competitive point product solutions. 
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·  A record of leadership 

Netegrity created the access management market, and continues to lead it in both customer 

deployments and innovation. Netegrity is also a driving force behind numerous industry 

standards. 

 

·  A record of success 

Our solutions have been deployed across multiple industries and around the world, more 

than other identity and access management solutions. In fact, we’re the identity and access 

management infrastructure behind many of the largest applications from the world’s most 

respected companies. We have over 250 million licensed users at over 700 customers, 

including 57 of the Fortune 100. 

 

A number of factors have come together to make this the right time to address identity and 

access management:  

 

·  Business drivers, including the rise in security incidences, new regulations and an overall 

economic slowdown. 

·  Technical drivers, such as the explosive growth in applications and users, the increased 

scrutiny of IT complexity and the emergence of Web services and service-oriented 

architectures. 

 

Innovative organizations across all industries are securely letting business in and keeping risk out 

by implementing identity and access management for strategic advantage. These organizations 

are achieving high ROI numbers by automating resource provisioning, improving the efficiency of 

identity administration and reducing risk by enforcing authentication and access management 

polices uniformly across all of their Web applications. 
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Appendix 1, ROI Scenario 1 
Ident ityMinder Provisioning Edit ion Deployment  ROI Calculat ion 
Deployment , Economic and Company Data 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Company NameFinancial Services Company   
Company Contact James Johnson, CISO   

Cost  of Capital:6%   
Inflat ion Rate:4%   

Tax Rate6%   
  Applicat ions 
  Non-Web Web  

Number of users 5,000   

Number of Applications 4   
Average Number of IDs per user 4   

  
Web Applications Implementing over next 3 years n/ a 

Number of Web Servers purchased for deployment 4 

    
Costs    

Avg. cost of help desk call: $23.40   

Number of IAM Security Administrators: 6  

Number of IAM Help Desk staff: 9  

Percent of HD calls related to passwords: 25%  
Avg Number of HD calls per user per year 16  

    
Salaries    

Average salary of producing employee: $50,000   
Average Annual Security Administrator Salary: $70,000   

Average Annual HD Salary: $65,000   

Corporate average salary burden rate: 30%  
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Appendix 1 (Cont), ROI Scenario 1 
Ident ityMinder Provisioning Edit ion Deployment  ROI Calculat ion 
Investment , Benefits and Results 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Direct  Investments   Year 1  Year 2 Year 3 Total 
Hardware  $            82,680   $              8,891   $                9,247  $     100,818  
Software  $          311,640   $         106,449   $             53,573   $     471,662  

Labor  $            98,598   $            17,481   $             18,180   $     134,259  
          

Total  $          492,918   $         132,821   $             81,000    
Cumulative  $          492,918   $         625,739   $           706,739    

Net Present Value  $          690,311        
           

Direct  Benefits   Year 1  Year 2 Year 3 Total 

Identity and Security Administration  $          219,498   $         293,500   $           337,851   $     850,849  
Help Desk  $            95,987   $         128,348   $           147,743   $     372,078  

Development   $            54,875   $         128,250   $           212,712   $     395,837  
Indirect  Benefits           

Increased Productivity  $          458,072   $         612,507   $           705,064   $ 1,775,643  
          

Total  $          828,432   $      1,162,605   $        1,403,370    
Cumulative  $          828,432   $      1,991,037   $        3,394,407    

Net Present Value  $       3,174,225        

     

ROI over 3 years 360%    

      

Dollars Saved   $       2,483,914    

      

Payback Period (in years) 0.65    

      

Internal Rate of Return  131%    

      

Total Hours Saved Security Admin  6822    

      

Total Hours Saved Help Desk  3213    
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Appendix 2, ROI Scenario 2 
Ident ityMinder Web Edit ion and SiteMinder Deployment  ROI Calculat ion 
Deployment , Economic and Company Data  
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Company NameFinancial Services Company   
Company Contact James Johnson, CISO   

Cost  of Capital:6%   
Inflat ion Rate:4%   

Tax Rate6%   
  Applications 
  Non-Web Web  

Number of users     50,000  
Number of Applications   5 

Average Number of IDs per user   5 
  

Web Applications Implementing over next 3 years 5 
Number of Web Servers purchased for deployment 10 

    
Costs    

Avg. cost of help desk call: $23.40   

Number of IAM Security Administrators: 23  
Number of IAM Help Desk staff: 83  

Percent of HD calls related to passwords: 25%  
Avg. Number of HD calls per user per year 16  

    
Salaries    

Average salary of producing employee: $50,000   
Average Annual Security Administrator Salary: $70,000   

Average Annual HD Salary: $65,000   
Corporate average salary burden rate: 30%  
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Appendix 2 (Cont), ROI Scenario 2 
Ident ityMinder Web Edit ion w ith SiteMinder Deployment  ROI Calculat ion 
Investment , Benefits and Results 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Direct  Investments   Year 1  Year 2 Year 3 Total 
Hardware  $          206,700   $            22,228   $             23,117   $     252,045  
Software  $          212,000   $         152,070   $           102,043   $     466,113  

Labor  $          220,741   $            71,344   $             74,197   $     366,282  
          

Total  $          639,441   $         245,642   $           199,357    
Cumulative  $          639,441   $         885,083   $        1,084,440    

Net Present Value  $       1,048,606        
           

Direct  Benefits   Year 1  Year 2 Year 3 Total 

Identity and Security Administration  $       536,241   $      892,305   $     1,151,074   $ 2,579,620  

Help Desk  $       368,930   $      613,899   $       791,930   $ 1,774,759  

Development   $        87,500   $      145,600   $       187,824   $     420,924  
Indirect  Benefits           

Total  $          992,671   $      1,651,804   $        2,130,828    
Cumulative  $          992,671   $      2,644,475   $        4,775,303    

Net Present Value  $    4,447,407        

     

ROI over 3 years 324%    

      

Dollars Saved   $       3,398,801    

      

Payback Period (in years) 0.71    

      

Internal Rate of Return  113%    

      

Total Hours Saved Security Admin  23244    

      

Total Hours Saved Help Desk  17222    
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Appendix 3, ROI Scenario 3 
Ident ityMinder Enterprise Edit ion Deployment  ROI Calculat ion 
Investment , Benefits and Results 
  

Company NameFinancial Services Company   
Company Contact James Johnson, CISO   

Cost  of Capital:6%   
Inflat ion Rate:4%   

Tax Rate6%   
  Applications 
  Non-Web Web  

Number of users       5,000    50,000  
Number of Applications 4 5 

Average Number of IDs per user 4 5 
  

Web Applications Implementing over next 3 years 5 
Number of Web Servers purchased for deployment 10 

    
Costs    

Avg. cost of help desk call: $23.40   

Number of IAM Security Administrators: 29  
Number of IAM Help Desk staff: 92  

Percent of HD calls related to passwords: 25%  
Avg. Number of HD calls per user per year 16  

    
Salaries    

Average salary of producing employee: $50,000   
Average Annual Security Administrator Salary: $70,000   

Average Annual HD Salary: $65,000   

Corporate average salary burden rate: 30%  
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Appendix 3 (Cont), ROI Scenario 3 
Ident ityMinder Enterprise Edit ion Deployment  ROI Calculat ion 
Investment , Benefits and Results 
 

Direct  Investments   Year 1  Year 2 Year 3 Total 
Hardware  $          289,380   $            31,119   $             32,364   $     352,863  
Software  $          445,094   $         264,982   $             86,737   $     796,813  

Labor  $          319,339   $            88,825   $             92,378   $     500,542  
          

Total  $       1,053,813   $         384,926   $           211,479    
Cumulative  $       1,053,813   $      1,438,739   $        1,650,218    

Net Present Value  $       1,605,165        
           

Direct  Benefits   Year 1  Year 2 Year 3 Total 

Identity and Security Administration  $       755,739   $   1,218,417   $     1,490,230   $ 3,464,386  

Help Desk  $       464,917   $      756,509   $       940,244   $ 2,161,670  

Development   $       142,375   $      282,002   $       409,015   $     833,392  
Indirect  Benefits           

Increased Productivity   $       458,072   $      680,564   $       707,786   $1,846,422  
          

Total  $    1,821,103   $   2,937,492   $     3,547,275    
Cumulative  $    1,821,103   $   4,758,595   $     8,305,870    

Net Present Value  $       7,749,384        

     

ROI over 3 years 383%    

      

Dollars Saved   $       6,144,219    

      

Payback Period (in years) 0.62    

      

Internal Rate of Return  133%    

      

Total Hours Saved Security Admin  30093    

      

Total Hours Saved Help Desk  20447    
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Appendix 4, Gartner Consult ing Mult iclient  ROI Study Results 

Labor costs for administ rat ing and provisioning users to enterprise IT systems. 
Costs are annual per user comparisons of companies with deployed resource provisioning solutions versus 
companies that manage and provision users to enterprise systems manually. 
 
Enterprise User Administration and Resource Provisioning Cost Results: 

·  Password synchronization/reset manual - $19.30 per user, per year 
·  Password synchronization/reset automated - $2.60 per user, per year 

 
·  Identity maintenance and resource provisioning manual - $50.60 per user, per year 
·  Identity maintenance and resource provisioning automated - $22.40 per user  

 
Labor costs for managing and administ rat ing the ident it ies of ext ranet  users. 
Costs are per user comparisons of companies with deployed Extranet Identity Management solutions 
versus companies that manage users identities in local directories through their individual interfaces. 
 
User Administration Cost Results: 

·  Password reset/lost password support manual - $1.50 per user, per event 
·  Password reset/lost password support automated - $1.00 per user, per event 

 
·  User registration manual - $5.90 per user, per event   
·  User registration automated - $.30 per user, per event 

 
·  Identity maintenance manual - $6.00 per user, per year 
·  Identity maintenance automated - $.80 per user, per year   

 
“ Identity maintenance”  is defined as the creation, updating, modifying and deleting of user information by 
an IT administration. 
 
Labor costs for managing security policies and code related to ext ranet  deployed applicat ions. 
Costs are annual per user comparisons of companies with deployed Extranet Access Management (EAM) 
solutions versus companies that hard code security into individual Web applications and locally manage the 
security code. 
 

·  Security Administration manual - $13.40 per user, per year 
·  Security Administration automated - $1.90 per user, per year 

 
·  Application development cost related to security code manual - $6.20 per user, per application 
·  Application development cost related to security code automated - $1.10 per user, per application 

 
 
Security administration is defined as all activities related to the management of security systems, security 
polices and security logic whether in local applications or in a centralized system.   
 
Labor costs are costs based solely on the fully burdened salaries of all employees, contractors and 
integrators required to deploy and manage on-going operations related to the applicable IT systems. 
Labor costs for the study are as follows: 
 
 

 

 

 

Salaries    Fully Burdened   Fully Burdened  

   Avg. Salary   Annual Salary   Hourly Rate  

Planning & Process Mgmt  $       79,878   $              106,238   $                  56.51  

Corporate Administration  $       89,878   $              119,538   $                  63.58  

Development  $       77,349   $              102,874   $                  54.72  

Tech Support  $       55,917   $                74,370   $                  39.56  

Security Admin  $       70,000   $              93100   $                  49.52  

 Training  $       70,000   $                93,100   $                  49.52  

 


