OLF SEMVET 5, i B0 many ways, the
heart of youwr organizabon. When
fhat hear suddenly siops Dems-
mg-inother words, when (he sener crashes—a
lof of bad Mings happen in a hurmy
magine your sales [oree being mnable o
access a4mall for the oitical leads. compeditive
dala, and other mfarmation they need fo do
thalr job. Imagine key managers messing meat-
ings bacause, with scheduling soffwane resding
an the Web. they couldn’t view thelr plannars
Imiagne your corparate intranet unavailabia 1o
the whola company. In shorf, imagma Be mary
aurs and thousands of dollass in lost produc-
fiviy if juesl one server is down for any sionif
canl bength of fime. [1s pot a pretly plcure
Bul wall, hare's more, Keep m mnd hat
sarice wour senyer was onginally installed. sppli-
cafions and equipment have been added,
sefings have been endlessly tweaked and
adjusted, and symiems asdministrators have
come and gone. Mobody has kept an acturate
record of all thesa changes because fhe sys-
bartes are boo dynemic and Ehe leval of detad foo
complex. Consequently, afler & prash, mobody
knaws how the server was really confgured
Lacking up-fo-date documentation of sanver
sellings, your information 1echnology (IT) team
will hiave to rebuild by hand, from memony

Michae| Skaff can imagine this kind of night-
mare-but fortunalely, he didnl have o go
Bwough | when his company recenfly axper
anced-a server crash Bal could have spelled
huge lroutde under ordinary circumstances,
Fodunately, he had processes and software in
place. |hal made this complex, daunbng 1ask-
reconsiniciing sener selfings-hatdly mare than
& walk i 1he park

Skaff is the Director of IT for MativeMinds, a
provigar of avomated naheral-language sabes
and customer sanice solfions for the Warld
Wide Web and other appicahions. The com-
pary ofers software and services for buliding
wnated virllial represeniatives as an inle-

component of effective web-based Cus
e retafionship mansgament (CRM)

Whan he jened MalveMinds at (he begin
ming of 2000, Skafl wasnl surprised to find

B Bha company had no overall documanta
Son shrat=gy in place. "1 staned ol 85 & sysad
imstems administrator] & long tme ago,” he
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says, “ard soon found out thal one of The most
vital jobs of & sysad, of any nehwork manager,
is fo maka sure thers's good network docu-
mentation in place. N's 20 impartant: but some-
how il always seems fo get relegated o the
background becausa of lime consiraints”

Traditionally, the documentstion process has
reduilred that sameons manually chack all of the
system configuralion settngs and wrils & dod
umerl reconding those seltings, ['s a ledious,
labor-imtensive activity that's haartily disliked by
T professionals, who have Lo deal with mare-
pressing prodties e securty, adding new
ysers, and updafing epplications and equip-
mend, But documentation suddenly becomes
Ihe nurmbwar-one prionty when disasber stnkes:
when it's foo laie

Early one evening, afler the office had
chosed, Mafreeblinds' anlire crosoft Exchange
server dalabase wenl down, Rebuilding the
server's 10,000-ples saflings might have akan
the IT department all night and most ol the nexl
day-whike 8l productvity and potential profits
from e nexl workdey went down tha drain
Tha server thal houses ihe In-house sees
demo wodld have been siowed 1o a crawl
culling of access {0 the NativeMinds offsie
sales force. Whal's more, the 1T 1sam would
bt spanding thesr fime taeaking and ixng nei-
wiork sablings for wasks [0 come

i coukl have happened that way. bul it didn
Soon after coming io Katvelinds, Skaff inst-
tuled a ditaster recovery plan thal mouided
cinsisient, discipined documeniation. In the
coursa-of forrnuliating fhis pian, Skalf kappened
1o read about a company and its unigue appii-
cation lof aulormabicaly documenting network
server structures, *| had been walting for years
for somathing like that,” he says. He ordered
the prodisct and it fook a syslem adminisirabon
15 minudes to docirment MativeMinds' entine
niEshwork

Automatic docurmantation of an [T nfrastruc-
jure? A new breed of products is helping chesf
Information officars. system managers, and IT
parsanral eastly build detziled documentalon
thiat covers the stala and configuraton of sernv-
ers on 3 system-all in plain English, Wikh only &
faw clicks and & minimal investment of time and
personnel, those Documeniors automatically
gurvey the systems and gerarate comprehen-
sve, wall-wrilen, expertdavel documenistion
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for sl configuration settings. L akas atoll five
minudes to documeant an enbire sener

Just & weak befors the crash, the IT depe-
mant had ren 8 report delalling the selup and
configurations of varous servers. Skalf had
produced & survey of the NatwMinds system
wilh expert-leval documentabon for all Ma con-
figuraions of tha Exchangs sarver. When thal
sarvar wenl down, the [T 1eam was able o
rebuild the server-in hours instead of days-io
fhe axcact state it had been |ust & week earkar

As Skafl puts it, his IT siafl was alimost able
io “um fheir brains off” and sl read the
documenl. anler the seffing, read the. docu-
iriand, enter the satting urnll e server was up
and running again. Without up-lo-date. 8acu-
merlation, eoonstruction woukd have teken at
Jaast an addiional st o eaght hours-an abamily
when your business fivas m nbarmel tims

Asked what he would consider the basics of
a good disssier recovery plan lor an organiza-
tion's pethwork, Shafl anumenatas

= Thorough  documentation
backup

n & comprehensive dsia backup stratedy
that adso inchdes offsile backup

= Redundancy in nfrastruciune

® Jse of application Serdce providens
{(ASPs) and management service providers
(MEPE]

® Staff training 0 dsaster recovery lech-
muas

tafivellinds has also taken some eifra

precaulions in mesponse o Californin's paes

shortage, The company has numencus unin-

termuplible power supplies (UPSs) in place, a5

well a2 a colocation sila equipped with gan-

erators. Bul, above #ll, if Malvelinds' sanar

Taar!” should sver fall again, Skaff knows that

he and his siaff can gel it pumping again in

a hurry-becausa (hey're ready o accuralely

restore all those thausands of settings in whal

amounts o afmost no fme 3 all
e

Alex Bakman is CEQ of Porfs-

mouth, N.M.-based Ecors Corp,

a wvendor of automabted IT audil-

ing and nefwork documentation

and reporting tools that are used

for disaster recovery, meeting regulatory
requirements and planning migrations.
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